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Abstract—Packet classification is widely used as a core function for various applications in network infrastructure. With increasing
demands in throughput, performing wire-speed packet classification has become challenging. Also the performance of today’s
packet classification solutions depends on the characteristics of rulesets. In this work, we propose a novel modular Bit-Vector (BV)
based architecture to perform high-speed packet classification on Field Programmable Gate Array (FPGA). We introduce an
algorithm named StrideBV and modularize the BV architecture to achieve better scalability than traditional BV methods. Further, we
incorporate range search in our architecture to eliminate ruleset expansion caused by range-to-prefix conversion. The post
place-and-route results of our implementation on a state-of-the-art FPGA show that the proposed architecture is able to operate at
100+ Gbps for minimum size packets while supporting large rulesets up to 28 K rules using only the on-chip memory resources.
Our solution is ruleset-feature independent, i.e. the above performance can be guaranteed for any ruleset regardless the composition
of the ruleset.
Index Terms—Packet classification, firewall, router, network security, FPGA, ASIC, hardware architectures, networking
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INTRODUCTION

P

classification is a prominent technique used in
networking equipment for various purposes. Its applications are diverse, including network security, access
control lists, traffic accounting, etc [4], [5], [10], [11]. To
perform packet classification, one or more header fields of
an incoming packet is checked against a set of predefined
rules, usually referred to as a ruleset or a classifier.
Performing packet classification is challenging since it
involves inspection of multiple fields against a ruleset
possibly containing thousands of rules. Performing such
operations at wire-speed is even more challenging with the
increasing throughput demands in modern networks. Various hardware platforms have been employed for packet
classification in the past [2], [6], [10]. Field Programmable
Gate Arrays (FPGAs) offer reconfigurability and deliver high
performance due to the custom built nature of the architectures [13], [14]. Application Specific Integrated Circuits
(ASICs) on the other hand offer little flexibility in the
architecture once fabricated, but deliver superior performance compared with FPGA. Both platforms are widely used
in networking applications to implement multi-gigabit
packet forwarding engines. The throughput of hardware
based routers routers can be dramatically increased by
employing pipelining techniques [6], [10].
While numerous solutions exist for packet classification,
the effectiveness of these solutions rely on the characteristics
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of the ruleset [12]. When the assumed features are not present
in a ruleset, the memory consumption of such solutions may
increase dramatically. For example, decision tree based
approaches heavily rely on the distribution of the rules in
the multi-dimensional space to reduce the tree height and
rule duplication. Therefore the solution generated for a
particular ruleset may not necessarily yield the same
performance for a different ruleset with different features.
Further, optimizations that target a specific ruleset feature,
are not robust to be employed in environments where the
ruleset changes dynamically and frequently.
In this work, we present a novel architecture for packet
classification, whose performance is independent from
ruleset features and is suitable for hardware platforms. We
use a Bit-Vector (BV) based approach to represent the
ruleset. Each rule is represented as a collection of sub-rules
and we propose an algorithm named StrideBV to generate
the sub-rules, which is an extension of the Field Split Bit
Vector (FSBV) algorithm proposed in [6]. Our solution
offers the user the flexibility of deciding the bit width of
each sub-rule, which in turn decides the performance
trade-off of the architecture. In order to handle the
arbitrary ranges, we augment the architecture with explicit
range search capability which does not require any rangeto-prefix conversion. This yields higher memory efficiency
which enhances the scalability of our approach. In
addition, we propose a rule priority based partitioning
scheme which allows us to modularize our solution to
eliminate the inherent performance limitations in the
traditional BV approaches.
We evaluate the proposed solution on a Xilinx Virtex-7
Field Programmable Gate Array (FPGA) device and we
report the post place-and-route performance results in this
paper. The modular packet classification engine is implemented as a pipelined architecture and we measure its
performance with respect to throughput, memory, and
power consumption. Our extensive experiments show that
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for varying module sizes, the throughput remains above
100 Gbps for minimum size packets, which makes our
solution ideal for 100G line-card solutions. The dynamic
power consumption of the proposed architecture is only
0.8 mW/rule on the average which is 5 lower than those
of Ternary Content Addressable Memory (TCAM) solutions. To the best of our knowledge, this is the first solution
available in literature that delivers deterministic performance for any given ruleset.
To summarize, we list our contributions in this work
as follows:
.
.

.

.

.

2

A memory-efficient bit vector-based packet classification algorithm suitable for hardware implementation;
A modular architecture to perform large-scale
high-speed (100+ Gbps) packet classification on a
single chip;
Inclusion of explicit range-search in the modular
architecture to eliminate the expensive range-toprefix conversion;
Support for up to 28K rule classifiers using on-chip
distributed and block Random Access Memory
(RAM) on a Xilinx Virtex 7 FPGA;
Deterministic performance for any given ruleset due
to ruleset-feature independence.

BACKGROUND

AND

RELATED WORK

Packet classification algorithms have been extensively
studied in the past decade. A comprehensive survey can
be found in [12]. Most of those algorithms fall into two
categories: decomposition-based and decision-tree-based
approaches. In this section, only decomposition based
approaches will be discussed as the proposed solution
belongs to this category.
Decomposition-based algorithms (e.g. Parallel BitVector (BV) [7]), perform independent search on each field
and finally combine the search results from all fields. Such
algorithms are desirable for hardware implementation due
to their parallel search on multiple fields. However,
substantial storage is usually needed to merge the independent search results to obtain the final result. Taking the
BV algorithm as an example, it performs the parallel
lookups on each individual field first. The lookup on each
field returns a bit-vector with each bit representing a rule.
A bit is set if the corresponding rule is matched on this
field; a bit is reset if the corresponding rule is not matched
on this field. The result of the bitwise AND operation on
these bit-vectors indicates the set of rules that matches a
given packet. The BV algorithm can provide a high
throughput at the cost of low memory efficiency.
By combining TCAMs and the BV algorithm, Song et al.
[10] present an architecture called BV-TCAM for multimatch packet classification. A TCAM performs prefix or
exact match, while a multi-bit trie implemented in Tree
Bitmap [1] is used for source or destination port lookup.
The authors never report the actual FPGA implementation
results, though they claim that the whole circuit for
222 rules consumes less than 10 percent of the available
logic and fewer than 20 percent of the available Block
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RAMs of a Xilinx XCV2000E FPGA. They also predict the
design after pipelining can achieve 10 Gbps throughput
when implemented on advanced FPGAs.
Taylor et al.[11] introduce Distributed Cross-producting
of Field Labels (DCFL), which is also a decompositionbased algorithm leveraging several observations of the
structure of real filter sets. They decompose the multi-field
searching problem and use independent search engines,
which can operate in parallel to find the matching
conditions for each filter field. Instead of using bit-vectors,
DCFL uses a network of efficient aggregation nodes, by
employing Bloom Filters and encoding intermediate search
results. As a result, the algorithm avoids the exponential
increase in the time or space incurred when performing
this operation in a single step.

3

RULESET-FEATURE INDEPENDENT PACKET
CLASSIFICATION

We develop our complete solution in two phases, which are 1)
StrideBV algorithm, and 2) integration of range search and
modularization of StrideBV architecture. These two phases
are discussed in detail in this section. First we describe the
usage of bit-vectors in the domain of packet classification.

3.1 StrideBV Algorithm
In [6] an algorithm named Field Split Bit-Vector (FSBV) was
introduced to perform individual field search as a chain of
sub-field searches, in the form of bit-vectors. The motivation
was to improve memory efficiency of the packet classification
engine by exploiting various ruleset features. Even though
the FSBV algorithm itself does not rely on ruleset features, the
architecture proposed in [6] relies on the features of the
ruleset. However, as mentioned above, such ruleset features
may not be present in all classifiers and the lack of thereof can
potentially yield poor performance.
Considering the diverse nature of packet classification
rulesets [11], [12], a robust solution that is able to guarantee
the performance for any classifier is in demand. The FSBV
algorithm proposed in [6] has the characteristics of being
feature independent. However, the algorithm was applied
only to a set of selected fields with memory optimization
being the major goal. This caused the overall solution to be
ruleset-feature reliant. In this work, we generalize the FSBV
algorithm and extend the use of it to build a ruleset-feature
independent packet classification solution, named StrideBV.
In the original FSBV algorithm, each W bit field was split
into W 1 bit sub-fields. However, it is possible to generalize
the sub-field bit length without affecting the operation of
the packet classification process. In the proposed solution,
a sub-field length of k bits is considered and we refer to
such a sub-field as a stride. Due to this reason and the
underlying data structure being bit-vector, the proposed
solution is named StrideBV. We discuss the StrideBV
algorithm in detail here.
Each k bits of the W bit rule can perform independent
matching on the corresponding k bits of an input packet
header. In other words, we can divide the W bit rule into
W =k of k bit sub-fields. Each sub-field corresponds to 2k N
bit-vectors: a N bit-vector for each permutation of the k bits.
A wildcardðÞ value in a ternary string is mapped to all
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Fig. 1. FSBV bit-vector generation and header processing example.

bit-vectors. To match an input header with this W bit
rule, each k bits of the header of the input packet will access
the corresponding memory whose depth1 is 2k , and return
one N bit-vector. Each such k bit header lookup will
produce a N bit-vector and they are bitwise ANDed
together in a pipelined fashion to arrive at the matching
results for the entire classifier. The memory requirement of
the StrideBV approach is fixed for a classifier that can be
represented in a ternary string format (i.e. a string of 0, 1
and ) and can be represented as Qð2k  N  W =kÞ. The
search time is OðW =kÞ since a bitwise AND operation can
be done in Oð1Þ time in hardware and OðW =kÞ such
operations need to be performed to complete the classification process. Fig. 1 shows an example of applying the
StrideBV algorithm for matching a packet header of 4 bits
with a 4 bit ruleset. For simplicity and clarity, we show the
BV generation and the lookup process for k ¼ 1.
One caveat with StrideBV is that it cannot handle
arbitrary ranges in an efficient manner. The two port fields
(SP and DP) may be represented as arbitrary ranges. For
example, when a certain rule needs to filter the incoming
traffic belonging to one of the well-known port numbers,
the rule will have in its DP field: 0-1023. In such cases, the
arbitrary ranges need to be converted into prefix format
where the value of each bit can be 0, 1, or  (wildcard
character). In the following analysis, we assume a port field
of a rule can be represented as a ternary string and later, in
Section 3.2.2, we demonstrate how to eliminate this
requirement to represent arbitrary ranges in a memory
efficient manner for improved scalability.
The formal algorithms for building the bit-vectors
and for performing packet classification, are shown in
Algorithms 1 and 2, respectively. The Permutations function
accepts k bits of the rule and generates a 2-dimensional
array of size 2k ðheightÞ  kðwidthÞ, in which, each row
value specifies the bit-vector values for the considered
stride. For example, consider a stride size of k ¼ 2 and the
rule value for a particular stride is 0. In this case, the
array output by the Permutations function will be {11, 11,
01, 01}, which is the match result of {00, 01, 10, 11} against
rule value 0. The value at the jth position of the array

1. Throughout this paper, depth of a memory is defined as the
number of entries in it. The width of a memory is defined as the number
of bits in each entry.

indicates the bit-vector value for the considered stride,
when the input packet header has a value of the binary
representation of j.

Algorithm 1 Bit-vector Generation.
Require: N rules each of which is represented as a
W -bit ternary string: Rn ¼ Tn;W 1 Tn;W 2    Tn;0 ,
n ¼ 0; 1; . . . ; N  1
Ensure: 2k  W =k, N-bit-vectors:
Vi;j ¼ Bi;j;N1 Bi;j;N2    Bi;j;0 ,
i ¼ 0; 1; . . . ; W =k  1, and j ¼ 0; 1; . . . ; 2k  1
00    0 8i; j
1: Initialization: Vi;j
2: for n
0 to N  1 do {Process Rn }
3: for i
0 to W =k  1 do
4:
S½2k ½k ¼ PermutationsðR½i  k : ði þ 1Þ  kÞ
5:
for j
0 to 2k  1 do
6:
Vi;j ½i  k : ði þ 1Þ  k ¼ S½j
7:
end for
8: end for
9: end for

Algorithm 2 Packet Classification Process.
Require: A W -bit packet header: PW 1 PW 2    P0 .
Require: 2k  W =k, N bit-vectors:
Vi;j ¼ Bi;j;N1 Bi;j;N2    Bi;j;0 ,
i ¼ 0; 1; . . . ; W =k  1, and j ¼ 0; 1; . . . ; 2k  1
Require: A N bit-vector Vm to indicate match result
Ensure: N bit-vector Vm indicates all match results
11    1 All rules match initially
1: Initialize Vm : Vm
2: for i
0 to W =k  1 {bit-wise AND}
3: j ¼ ½Pik : Pðiþ1Þk 
Vm Vi;j
4: Vm
5: end for

3.1.1 Multi-Match to Highest-Priority Match
In [6], [10], the output of the lookup engine is the bit-vector
that indicates the matching rules for the input packet
header. This is desirable in environments such as Intrusion
Detection Systems (IDSs) where reporting all the matches is
necessary for further processing. However, in packet
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classification, only the highest priority match is reported
since routing is the main concern.
The rules of a classifier are sorted in the order of decreasing
priority. Hence, extracting the highest priority match from the
N bit-vector translates to identifying the first bit position
which is set to 1, when traversing the bit-vector from index
0 ! N  1. This task can be easily realized using a priority
encoder. The straightforward priority encoder produces the
result in a single cycle. However, when the length of the bitvector increases, the time required to report the highest
priority match increases proportionally. This causes the entire
pipeline to run at a very slow clock rate for larger BV lengths,
which affects the throughput.
As a remedy, we introduce a Pipelined Priority Encoder
(PPE). A PPE for a N bit-vector consists of logB N number
of stages and since the work done per stage is trivial, the
PPE is able to operate at very high frequencies. Here, the
parameter B refers to the degree of the pipeline encoder,
which essentially indicates how many comparisons are
done in a particular stage. In other words, into how many
partitions the bit-vector is split into in a given stage.

3.2

Modularization and Integration of Range Search

3.2.1 Modular BV Approach
Since each individual element of the BV is responsible for a
single rule of the entire ruleset, each individual bit-level
operation is completely independent of the rest of the bits
in the BV. This allows us to partition the BV without
affecting the operation of the BV approach. The benefit of
partitioning is that we no longer need to load a N bit BV at
each pipeline stage, but rather, a N=P bit BV, where P is the
number of partitions, reducing the per pipeline stage
memory bandwidth requirement by a factor of P . Partitioning is done based on the rule priority, i.e. first N=P
rules in the first partition and so on. This eases the highest
priority match extraction process.
To better explain the severeness of the unpartitioned BV
approach, we provide quantitative insight using realistic
example values. Consider a classifier (i.e. a ruleset) with
2000 rules and a pipelined architecture operating at 200 MHz.
Considering a stride value of k ¼ 3, the pipeline length
becomes d104=3e ¼ 35. With no partitioning, each pipeline
stage will be requesting a 2000 bit wide word at a 200 million
requests per second rate. This translates to an on-chip
memory bandwidth of 14 Tbps. On current FPGAs, having
such high bandwidth is not possible. Therefore, the operating
frequency drops with increasing ruleset size [3], affecting the
performance of the packet classification engine.
Each partition will produce a portion of the longer BV,
referred to as sub-BV hereafter, which contains the
matching result(s). The aggregation of these sub-BVs is
discussed in Section 3.2.3.
3.2.2 Scalable Range Matching on Hardware
As pointed out earlier, the effect of range-to-prefix
conversion is significant, considering the fact that arbitrary
ranges exist in real-life rulesets. The most prevalent range
(well-known port numbers) 0-1023 can also cause serious
effects on the memory footprint when converted to prefix
format. For example, a single such range converts to
6 individual prefixes, causing a single rule to expand into
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6 rules. With two such ranges appearing in a single rule
for both source and destination port values, causes the
rule to expand into 36 rules. However, the effect of rangeto-prefix conversion may become severe for arbitrary
ranges with the worst case OðW 2 Þ expansion factor.
In order to facilitate range search in hardware, we
modify the pipeline stages corresponding to source/
destination port fields accordingly. The search operation
is a sequential comparison of unsigned integers. The result
of a sub-field is carried on to the next stage and the
comparison completes when the last sub-field of a range
field is reached. Since the incoming packet header value
needs to be checked against both lower and upper bounds
of the rules, two values need to be loaded at each pipeline
stage, per rule. These values either can be stored locally in
the pipeline stage itself or stored in stage memory. In this
work, we store them locally within the pipeline stage, by
encoding the range values as logic functions. This allows us
to achieve further improvements in memory efficiency as
the range search stages do not require storage of BVs.

3.2.3 Multi-Level Priority Encoding
With the modular approach, multiple pipelines are
required to support large-scale packet classification. Multiple rules from a classifier may match with an incoming
packet, however, only the matching rule with highest
priority is applied on the packet in the case of packet
classification. The priority is simply the order in which the
rules appear in the classifier. In order to extract this
information from the BVs output from the pipelines, we
implement a two stage, hierarchical priority encoder.
The first stage of the priority encoder deals with the subBVs produced by each sub-pipeline. It extracts the lowest bit
index that is set to 1 in the sub-BV, which is the local highest
priority match ðIdxLocal Þ. In order to compute the global
match, the global index ðIdxGlobal Þ need to be computed. This
can be easily done using IdxGlobal ¼ IdxLocal þ IdxPipe  N=P ,
where IdxPipe is the pipeline identifier, varying from 0 to
P  1. By keeping the value of N=P (i.e. partition size) a
power of 2, the multiplication can be converted to a simple
bit-shift operation.
When these global indices are produced from all the subpipelines, they are stored in a BV in the second stage, and the
same pipelined priority encoding is carried out on this BV to
produce the global highest priority match. The latency
introduced by the priority encoding process is logB1 ðN=P Þ
from the first stage and logB2 P , where B1 and B2 are two user
defined parameters with which the total latency can be
controlled. B1 and B2 also defines the degree of the two
priority encoders. In the case of binary mode, the values are
set to B1 ¼ B2 ¼ 2. However, for larger ruleset sizes, the
latency introduced by the binary priority encoder can be high.
Depending on the requirement the parameters B1 and B2 can
be chosen appropriately.

4

HARDWARE ARCHITECTURE

4.1 StrideBV Architecture
In the StrideBV architecture, in each pipeline stage, k bits of
header bits of the incoming packets is used as the memory
address to the stage memory. The output bit-vector of stage
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Fig. 2. StrideBV pipelined architecture (BVP/BVM/BVR/Previous/Memory/Resultant Bit-Vectors, HDR/5-field header, Stride/k bit header stride).

memory (BVM) and the bit-vector generated from the
previous stage (BVP) are bitwise ANDed together to
produce the resultant bit-vector (BVR) of the current stage.
The same stage construction is adhered throughout the
pipeline. The final stride lookup stage will output the
multi-match result and the PPE extracts the highestpriority match from the resultant bit-vector. Note that
BVP in stage 0 is set to all 1’s to indicate that the entire
ruleset is considered as potential matches. The architecture
is presented in Fig. 2.

4.2 Range Search Integration
While there are numerous methods to handle ranges, in this
work, we adopt explicit range search done in a serial fashion.
The main reason for this choice is to not affect the uniformity
of the pipeline stages significantly. As pointed out earlier, the
StrideBV pipeline has a uniform structure, which can be
easily mapped on to the FPGA fabric. In order to facilitate the
stride access, at each range search stage, we consider only k
bits of the header and perform a comparison with k of lower
bounds (LBs) and upper bounds (UBs) of the range values to
see whether the incoming value belongs in the stored ranges.
The search is done from Most Significant Bits (MSBs) to Least
Significant Bits (LSBs) to finally arrive at range match. This
result is then ANDed with the bit-vector generated by the
StrideBV pipeline to combine the range search results with
prefix/exact match results. The architecture of the range
search is shown in Fig. 3.

The operation of the sequential comparison is illustrated
in Fig. 3. In each stage, the incoming packet’s header stride
is compared against the stride of lower and upper bounds
of the rules by performing greater than or equal and less than
or equal operations, respectively. The result of the first
stride is forwarded to the second stride comparison and so
on. When the sequential comparison is terminated these
two BVs are ANDed together to form the complete match
result for the range fields.

4.3 Modular Architecture
We present the overall architecture of the proposed solution
in Fig. 4. The strides that process header fields with prefix and
exact match are using StrideBV stages and the strides that
perform range comparisons are using range-search stages.
The search process is followed by the priority encoder
network which extracts the highest-priority match.
Note that the order in which the headers are inspected
does not affect the final search result. Therefore, the
StrideBV stages and range-search stages can be permutated
in any order the user desires. Fig. 4 takes a serial search
approach, consuming consecutive strides of the header as
the packet progresses through the pipeline stages. This
causes the packet classification latency to increase linearly
proportional to the header length. With longer header
lengths, this can be an undesirable feature especially for
applications that demand low latency operation, such as
multimedia, gaming and data center environments.

Fig. 3. Memory efficient range search implementation on FPGA via explicit range storage.
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Fig. 4. Serial architecture for latency tolerant applications.

In order to facilitate such requirements, we propose a
variant of the serial stride search architecture. Fig. 5
illustrates the low latency variant of the proposed
architecture. As mentioned previously, since the order
of search does not affect the final result, we perform the
stride search in parallel. For example, a 5-tuple header is
104 bits in length. For stride size k ¼ 4, if we perform
serial stride search, the packet classification latency will
be 26 clock cycles, excluding the priority encoder delay.
However, if we perform the search in a parallel fashion,
then the latency can be brought down significantly. One
possible arrangement is to perform the following three
searches in parallel: {SA}, {DA}, {SP, DP, PRT}. In order to
aggregate the results from the parallel search operations,
an additional stage needs to be added. In such a scenario,
if we use a stride size of k ¼ 4 for this arrangement, the
delay will only be 11 clock cycles (with added delay
stages for SA and DA lookups), which causes the packet
classification latency to reduce 0.42 compared with the
serial search approach. This makes our solution suitable
for networks that demand low-latency operation.
In both serial and parallel orientations, each module is
implemented as a separate pipeline. For a classifier of size
N (i.e. N rules), and a partition size of P , there will be N=P
modules, hence N=P modular pipelines. Once the modulelocal highest priority match is extracted, this information is
fed into the main priority encoder which determines the

Fig. 5. Parallel architecture for low latency applications.

overall highest priority match. And the packet is treated
based on the action specified in this rule.

5

PERFORMANCE EVALUATION

We evaluate the performance of both serial and parallel
versions of StrideBV on a state-of-the-art Xilinx Virtex 7
2000T FPGA using post place-and-route results. We use
memory consumption, throughput, power consumption
and overall packet latency as performance metrics in this
evaluation. Further, we highlight the benefits of using
FPGA floor-planning techniques to map the proposed
architecture on to the FPGA fabric. Finally, we compare our
solution against several existing packet classification
schemes to show the improvements rendered by the
proposed scheme.

5.1 Memory Requirement
The memory requirement of StrideBV for a given packet
classification ruleset is strictly proportional to the number
of rules in the classifier. Since range-to-prefix conversion is
not required in our approach, each rule storage takes only
Oð1Þ space. Hence, for a classifier with N rules, the memory
requirement is QðNÞ. This unique property of our solution
makes it a robust alternative for all ruleset-feature dependent schemes available in the literature.
The proposed architecture is flexible in that the user can
decide the stride size and orientation (serial or parallel),
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based on the latency and memory constraints of a given
application. However, note that the orientation of the
architecture has no effect on the memory requirement as no
additional bit-vector storage is required to transform the
architecture from serial to parallel or vice versa. Similarly,
the modularization of the architecture has no effect on the
memory requirement since the partitioning of the architecture does not introduce any additional rules. Further,
the architecture proposed here, is able to exploit distributed RAM as well as BRAM available on the device. Hence,
all on-chip memory resources can be made use of.
In Fig. 6 we illustrate the memory requirement of the
proposed architecture for various stride sizes. The pipeline
stage memory size increases by a factor of 2k and the
pipeline length decreases by a factor of 1=k, for a stride of
size k bits. Hence the overall effect of stride size on the
memory consumption of the architecture is 2k =k. Consequently, this causes the latency of a packet to decrease by a
factor of 1=k at the expense of a 2k =k memory increase. Note
that this latency is excluding the latency introduced by the
priority encoder network. The overall latency will be
discussed in Section 5.2.
Fig. 6 assumes a 100 percent utilization of on-chip
memory of the considered FPGA. However, in reality, onchip memory is available at a coarse granularity. For
example, the minimum distributed RAM size is 64 bits and
the minimum block RAM size is 18 Kbit. These memory
blocks have predetermined height and width constraints
that prevents one from using them at finer granularities.
For example, the minimum depth configuration for block
RAM on Virtex 7 devices is 512 (height) words of 72 bits
(width). The effect of these constraints are discussed here.
Building stage memory of higher bit-widths (e.g. to
store 1024 bit-vectors) is achieved by cascading multiple
memory blocks together. However, when considering the
height of stage memory, for a stride of size k bits, the
height required is 2k . The minimum height supported by
block RAM is 512. In order to fully utilize such a block
RAM, stride size has to be increased to k ¼ 9. The side
effect of using a higher stride size is that the memory
required to store a rule increases by a factor of 2k =k as
shown earlier. Hence, for example, compared with k ¼ 2,
the memory required to store a rule increases by a factor
of 28. We show this tradeoff in Fig. 7. The multiplication
factor is simply the ratio between the amount of memory
required to store a rule using stride of k bits and the bit

Fig. 6. Memory requirement of the proposed solution for stride sizes
k ¼ f2; 4; 8g and increasing classifier size. Note the log scale in y-axis.
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Fig. 7. Variation of 1) multiplication factor, 2) classification latency and 3)
BRAM utilization with increasing stride size.

width of a single rule. This metric indicates how much
space is required to store a single rule compared with its
original size.
It can be seen that the amount of space required to store
a single rule increases in an exponential fashion with
increasing stride size. A Virtex 7 2000T device has 21 Mb of
distributed RAM and 42 Mbit of BRAM, which will have
50 percent (a minimum height of 32) and 3 percent (a
minimum height of 512) memory utilizations, respectively,
that allows a maximum classifier size of 28K rules for a
stride size of k ¼ 4. The utilization of memory blocks is
dictated by the minimum heights allowed by distributed
and block RAMs available on FPGA. For a stride size of
k ¼ 4, only 16 rows is required and the excessive rows will
not be utilized. Note that this constraint is imposed by the
underlying architecture of FPGA and such limitations can
be eliminated in custom built platforms such as ASICs,
where the granularity of memory can be made finer than
what is offered on modern FPGA platforms. Hence, the
same architecture can be mapped onto ASIC, which can
support higher classifier sizes and render higher throughput. However, the ASIC implementation of the proposed
architecture and its performance evaluation is beyond the
scope of this paper.

5.2

Throughput and Packet Latency

5.2.1 Throughput
In Section 4 we introduced the serial and parallel variants
of the proposed architecture. We evaluate the throughput
and latency of both architectures in this section in detail.
The performance of networking hardware is measured in
either the number of packets forwarded per second (PPS)
or the number of data bits forwarded per second (bps). The
conversion between the two metrics is straightforward and
can be stated as: bps ¼ packet size in bits  PPS. In order
to report the worst case throughput, we use minimum
packet size which is 40 Bytes for IPv4 packets.
Table 1 shows the performance of the architecture. For
these experiments, we fixed the stride size to k ¼ 4. The
reason for this choice is that k ¼ 3 and k ¼ 4 yields the best
tradeoff of the metrics we consider as we will show later. In
addition, considering the bit widths of the individual
header fields, strides of size 4 can be perfectly aligned with
header boundaries, which preserves the header field
separation. This enables us to separate the range search
fields from the prefix/exact search fields, which simplifies
the architecture.
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TABLE 1
Performance of the Modular StrideBV Architecture for Stride Size k ¼ 4 and Priority Encoder Degree of d ¼ 4

In order to demonstrate the usefulness of the modular
architecture, we report the performance for various partition
sizes. Each module is implemented as a pipeline as discussed
in Section 4. The advantage of modularization is that instead
of storing and processing massively wide bit-vectors, the bitvector length inside a module is restricted to a size such that
the performance is not significantly deteriorated due to bitvector length. With this approach, in order to support higher
scalability, one simply can add more modules and the
partition size can also be chosen based the latency and
throughput demands of the network. The superior flexibility
offered in the proposed architecture is appealing in modern
networking environments where the demands vary from
network to network.
We exploit the dual-ported feature of FPGA on-chip
memory to increase the throughput of the architecture. Each
modular pipeline is able to accept two packet headers per
cycle. The reported clock frequency and throughput are for
the dual-ported implementation of the on-chip memory. For
these experiments, the stage memory was built using the
distributed RAM available on FPGA. It is possible to
implement the modular pipelines with BRAM and even a
hybrid of distributed RAM and BRAM for higher scalability.

5.2.2 Chip Floor-Planning
The proposed architecture has a regular structure and the
same structure is maintained in all pipeline stages.
Therefore, it is relatively easy to map the pipelined
architecture onto the FPGA fabric in such a way that the
routing delays are minimized. While there are numerous
ways of laying out the pipeline on the fabric, in our work
we adopted the following methodology. The pipeline
stages were placed in a contiguous manner, which required
a snake-like layout for the serial case and a straight-line
layout for the parallel case. This enabled us to constrain the
occupancy of a single modular pipeline to a specified area
of the chip (localized routing), which in-turn reduces the
adverse effect on the performance of the other modular
pipelines. Due to this reason, even if more modular
pipelines are added the reported performance of a
modular pipeline will not be significantly deteriorated.
5.2.3 Packet Latency
The cumulative packet latency comprise the packet classification latency and the latency introduced by the priority
encoder. As mentioned previously, the latency introduced
by the packet classifier can be calculated as W =k, where W
is the header bit length and k is the stride size in bits. Once
the packet classification process is complete, the highest
priority match of the sub-BV produced by each modular

pipeline is extracted. Then the main priority encoder
resolves the highest priority match from all sub-BVs to
find the matching rule for the input packet header.
The latency of the priority encoder can also be adjusted
by appropriately choosing the degree. For example, a
priority encoder with degree d and number of elements n
will introduce a delay of logd n. With higher values of d, the
latency can be minimized. However, there is a tradeoff.
When d is increased, the number of serial comparisons that
needs to be made at a stage also increases proportionally.
Hence, the delay also increases. This delay is tolerable as
long as the delay of a priority encoder pipeline stage is
lower than the maximum stage delay of the packet
classification pipeline. Increasing priority encoder delay
beyond this limit will cause the throughput to degrade
even though the delay is minimized. The latency values
reported in Table 1 are for d ¼ 4, and comprise packet
classification latency and the total priority encoder latency
for a modular pipeline.
The delay introduced by the main priority encoder
depends on the size of the classifier under consideration.
Considering the largest classifier that can be hosted on the
given FPGA, a 28K rule classifier, and a partition size of
1024, the main priority encoder will be handling a 28 entry
bit-vector. Here also, the delay can be adjusted by choosing
the degree of the priority encoder accordingly, similar to
the case of the priority encoder at the end of each modular
pipeline. If we set d ¼ 4, then the total delay introduced by
the priority encoder network will be dlog4 1024e þ dlog4 28e,
which amounts to 8 clock cycles.

5.3 Power Efficiency
While the throughput of the networking has dramatically
increased over the past few decades, from 100 Mbps
connections to 100 Gbps connections, the power consumption

Fig. 8. Tradeoff between memory and logic slice utilization with
increasing stride size.
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Fig. 9. Power consumption of serial architecture.

of networking hardware has also increased significantly.
Power efficiency has gained much interest in networking
community due to this reason. Operating under a restricted
power budget is therefore imperative, which renders
TCAMs a less attractive solution despite their simplicity.
TCAMs have poor power efficiency due to their massively
parallel exhaustive search conducted on a per packet header
basis. Current TCAM devices are able to operate at 360 MHz
speeds, support variable word sizes and are available in
different capacities. A TCAM’s power consumption ranges
between 15-20 Watts/Mbit [8], which is relatively high
compared with the power consumption of an architecture on
FPGA that performs the same operation. However, despite
the high power consumption, the packet latency of TCAM is
minimal with only a single clock cycle latency.
Since the dynamic power is proportional to the amount
of resources consumed, we evaluated the number of logic
slices consumed by the logic and memory components of
the architecture. The baseline was set for the architecture
with stride k ¼ 1 and we projected the results obtained
from this experiment, to larger stride sizes by using
SL;k ¼ SL;1 =k and SM;k ¼ SM;1  2k =k, where SL;x and SM;x
denote the number of slices used as logic and memory
portions of the architecture for stride size k ¼ x, respectively. The projected results are depicted in Fig. 8. Even
though this does not directly translate to power consumption of the different components due to the effect of stride
size on frequency, if we assume a fixed frequency for all
stride sizes, Fig. 8 can be used as a direct translation from
resource to power consumption.
The conclusion we can draw from Fig. 8 is that
increasing the stride size will have its tradeoffs both from
memory and power consumption standpoints. In our
experiments, the stride size that yielded best tradeoff
between memory and power consumption was k ¼ 4.
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Therefore, for all the experiments conducted on the
proposed architecture, this stride size was used. Fig. 9
illustrates the results of the experiments conducted for
k ¼ 4 serial variant using different partition sizes. The
results of the parallel architecture is not presented due to
space limitations, but has similar behavior. It can be seen
that the static power is almost constant while dynamic
power increases with the increasing partition size. This is
expected due to increased resource usage (i.e. more units
being ‘‘clocked’’). Due to this reason, for smaller classifier
sizes (ex: G 512 rules), the power consumption, of the
proposed solution is worse compared with the power
consumption for larger classifier sizes.

5.4 Comparison With Existing Literature
We compare several existing approaches with StrideBV
and the details are presented in Table 2. For these
experiments, we considered a classifier size of 512 rules.
It must be noted that for the ruleset-feature dependent
solutions, the performance can significantly vary depending on the ruleset characteristics, which consequently
affects the performance whereas with the proposed
solution, the reported performance is guaranteed for any
512 rule classifier. Here, we are assuming that each rule is
translated into 2.32 rules, which is the average case
reported in [12]. For both proposed schemes, stride of
size k ¼ 4 is assumed.
In order to compensate for the technology gap in cases
where older devices were used (e.g. Xilinx Virtex II Pro),
we assumed that all architectures operate at 300 MHz. We
also report the worst case memory consumption reported
for each approach to illustrate the caveats associated with
ruleset-dependent solutions. In [11], the solution requires
5 sequential memory accesses to complete the lookup
process, which yields lower throughput. While their
solution is memory efficient for specific classifiers, it has
been shown that the memory requirement can go up as
high as 90 Bytes/rule. In BV-TCAM [10], the authors use a
TCAM generate on FPGA. As shown in [9], the clock
frequency that can be achieved with TCAMs built on
FPGA is around 230 MHz for a size of 32  104. Hence the
clock frequency of the complete architecture will be
governed by the clock frequency of the TCAM despite
our 300 MHz assumption.
For all approaches, the power efficiency reported here is
the amount of dynamic power increment observed for each
additional rule introduced. For this comparison we considered dynamic power only for all, as the static power
remains almost the same despite the ruleset size. The
values reported here are the gradient values of power

TABLE 2
Performance Comparison With Existing Literature. ( Has No Support for Arbitrary Ranges)
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versus ruleset size lines for each approach (not specific for a
ruleset size of 512 rules).
We also illustrate the ruleset dependence of each scheme
to highlight the unique features of the proposed scheme.
We have used HIGH to denote the algorithmic schemes that
are heavily reliant on ruleset features and LOW to denote
the schemes that require range-to-prefix conversion only.
However, note that the effect of range-to-prefix conversion
can be significant depending on the ranges present in the
classifier. Unlike our scheme, [15] has no support for
arbitrary ranges. Inclusion of arbitrary ranges could
dramatically increase the memory required per rule in [15].
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CONCLUSION

We presented a modular architecture for high-speed and
large-scale packet classification on Field Programmable
Gate Array (FPGA). We employed the Bit-Vector (BV)
approach and overcame the inherent performance bottlenecks of the same via priority-based ruleset partitioning.
Essentially, we reduced the per pipeline memory bandwidth requirement to improve the performance. Further,
we incorporated range search in our architecture by
performing an explicit range search without affecting
the architecture, which is a significant improvement
compared with range-to-prefix conversion which yields
poor memory efficiency.
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